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First…. 



Today’s Goals 

• Discuss the (rapidly) shifting infrastructure 
and modalities of “the Internet” and the 
impact on research 

• Consider the ways in which “personal” 
identities are no longer individuated, but 
shared (with consent or not) 

• Review current research regulatory models 
and the challenges they are facing vis-à-vis 
“the new normal” 



Internet Research Defined  
(SACHRP 2013) 

• Research studying information that is already available on or via the Internet without direct  
interaction with human subjects (harvesting, mining, profiling, scraping2—observation or 
recording of otherwise-existing data sets, chat room interactions, blogs, social media 
postings, etc.) 

• Research that uses the Internet as a vehicle for recruiting or interacting, directly or 
indirectly, with subjects (Self-testing websites, survey tools, Amazon Mechanical Turk®, 
etc.) 

• Research about the Internet itself and its effects (use patterns or effects of social media, 
search engines, email, etc.; evolution of privacy issues; information contagion; etc.) 

• Research about Internet users—what they do, and how the Internet affects individuals and 
their behaviors 

• Research that utilizes the Internet as an interventional tool, for example, interventions that 
influence subjects’ behavior 

• Others (emerging and cross-platform types of research and methods, including m-research 
(mobile)) 

• Recruitment in or through Internet locales or tools, for example social media, push 
technologies 

Current Trends in Clinical Research, 2013 



What was the Old Normal? 
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The Good Old Days 

• We went to “it” 
• Oftentimes, we downloaded “it” (and maybe “owned” 

it) to our own device (we controlled what we got) 
• Sometimes, we even downloaded it WITHOUT SIGNING 

A TOS/EULA! Does anyone remember anonymous FTP? 
• We decided what we wanted to see, explore, do 
• We could be “invisible” if desired 
• We had to “connect” –connectivity was not ubiquitous 

– http://www.youtube.com/watch?v=gsNaR6FRuO0  
 
 

http://www.youtube.com/watch?v=gsNaR6FRuO0
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Moving From: 





 
There is zero privacy anyway,  

get over it  
 Although you can upload your data using a pseudonym, there is 

no way to anonymously submit data. Statistically speaking, it is 
really unlikely that your medical and genetic information matches 
that of someone else. By uploading you do not only disclose 
information about yourself, but also about your next kinship 
(parents and siblings) that shares half of a genome with you. 
Before uploading any genetical data you should make sure that 
those people approve of you doing so.” (openSNP)  

 

http://opensnp.org/


Why? And When did this Happen? 





 
 
 



Source: Fred Cavazza, Paris, France 
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Recall our Big Data Graphic! Lots of flow and 
movement between and among spheres…. 
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http://www.bdtechie.com/a-simple-introduction-to-fundamentals-of-cloud-storage.html 



What Does all of this Mean for 
Research—and Research Ethics? 

• Blurring of boundaries or venues 
• Researchers are but one stakeholder in a larger framework 
• Interoperability 
• Synchronous sensing (eg, CenceMe©) 
• Remote research—separation of researcher-subject 
• Dissolving public v private sector data flows 
• Non-consensual access to data 

– Pros and cons: DNA databases to identify family members in War Zones; potential of 
identifying families of war criminals?  

– Secondary subjects and third parties could benefit from rights to have their family members 
identified or could become more vulnerable and targeted 

• Fundamental principles of autonomy, consent, privacy do not align 
• Individuals are known by association or through a composite of data, true or 

untrue: your data persona 
• How to isolate a research frame 

– Can CS help us social/behavioral researchers?  
• More emphasis on DATA SECURITY versus individual privacy 



Location, Location, Location 



Mobile Research 
• Huge growth in this area 
• FDA Guidance on Mobile Medical Apps now released 

http://www.fda.gov/downloads/MedicalDevices/Devic
eRegulationandGuidance/GuidanceDocuments/UCM26
3366.pdf 

• “Geo-intent:” “ Beyond location awareness, it is far 
more important to know where a person is headed and 
his needs and wants at the destination” (Klein, 2013) 

• What is consent in this domain: “what you are 
consenting to when I can know where you are and 
what you're doing and you're with, and even how 
you're feeling” (Donna Spruijt-Metz) 
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GIS and Satellite Research 

• Ongoing use and potential in international 
research 

• Surveillance of crowds, zones, locales, war 
zones, emergency/disasters, environment 
over time—where is the subject?  

• Movement towards societal well being over 
individual??? Risk benefit considerations 

 



Extant Regulatory Models  

• In the US: Do not address the confounding issues 
around HUMAN SUBJECTS research vis-à-vis 
today’s technological environment 
– Attempts (Buchanan and Gallant/SACHRP, 2013)  

• Some better guidelines in Canada 
• EU focus on data privacy and ownership 
• But research is now multi-national, trans-border, 

globally conducted. Who’s or what ethical models 
should apply? 

• Context-dependent approaches seem most 
appropriate  



As researchers… 

• “Classic consents must therefore transition 
away from attempting to guarantee 
individuals’ privacy. Rather, new forms of 
consent should aim at educating research 
subjects on what the data collected on them 
can say and the degree to which it can or 
cannot be protected” (Schadt, 2012). 

 



As Researchers… 

• Research is now an ENTERPRISE—complex 
and multifaceted. Team approach is best: 
computer scientists, security, ethicists, 
methodologists. 

• Good ethics = good science and good research 
• Let ethics drive methods 



Enquiries and Comments 



For more information 

Elizabeth Buchanan, Ph.D. 
Endowed Chair 
Center for Applied Ethics 
University of Wisconsin-Stout 
Menomonie, Wisconsin, USA 
715 232 5184 
buchanane@uwstout.edu 
@stout_ethics 
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